
 

Detect threats at cloud scale with Azure Sentinel

With the rise in sophisticated cyber threats, stopping attackers requires ongoing analysis and context. As a cloud-

native security information and event management (SIEM) solution, Azure Sentinel delivers real-time insights 

using the power of artificial intelligence (AI) and machine learning (ML) to locate the most dangerous threats 

fast—reducing false positives by 79 percent.1  

Cut through the noise with Fusion 

Azure Sentinel harnesses ML techniques that empower your security analysts, freeing them to focus on the threats 

that matter. Key to that is Fusion, which helps your security team: 

Detect threats that fly under the radar by combining low fidelity “yellow” anomalous activities into high 

fidelity “red” incidents. 

Combine disparate data—network, identity, SaaS, endpoint—from Microsoft and partner data sources alike. 

Incorporate graph-based machine learning and a probabilistic kill chain to reduce alert fatigue. 

In one month, Azure Sentinel’s Fusion technology reduced 50 billion anomalous alerts to just 25 actionable 

incidents. From there, security operations (SecOps) can leverage Azure Sentinel’s integration with Microsoft 365 

Defender to gain granular analysis of individual alerts 
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Identify suspicious anomalies with built-in UEBA 

Azure Sentinel includes User and Entity Behavioral Analytics (UEBA) to help shrink your analysts’ workloads—

delivering high-fidelity, actionable intelligence; so they can focus on investigation and remediation. UEBA helps 

identify threats inside your organization as well, helping you spot compromised users or malicious insiders.  

How does it work? Azure Sentinel collects logs and alerts from all connected data sources, analyzing and building 

baseline behavioral profiles of your organization’s entities (users, hosts, IP addresses, applications). Using ML 

capabilities, Azure Sentinel identifies anomalous activity to determine if an asset has been compromised (including 

the potential “blast radius”); so, your analysts can prioritize investigation and incident handling. In Azure Sentinel, 

UEBA is built directly into the product—it’s not an add-on or additional charge. 

 
1 The Total Economic Impact™ of Microsoft Azure Sentinel, a commissioned study conducted by Forrester Consulting, 2020 

 

 

 

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4IgFh
https://docs.microsoft.com/en-us/azure/sentinel/fusion
https://docs.microsoft.com/en-us/azure/sentinel/microsoft-365-defender-sentinel-integration
https://docs.microsoft.com/en-us/azure/sentinel/microsoft-365-defender-sentinel-integration
https://docs.microsoft.com/en-us/azure/sentinel/identify-threats-with-entity-behavior-analytics#security-driven-analytics
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4IgFh


 

Leverage built-in detections based on 

Microsoft’s extensive security expertise 

To help get you up and running quickly, Azure 

Sentinel contains hundreds of out-of-the-box 

detections. All our detections are based on 

Microsoft’s extensive security intelligence, derived 

from actual attacks that we’re seeing in the field—

including known threats, common attack vectors, 

and suspicious activity escalation chains. These built-

in detections span the MITRE ATT&CK chain and can 

be duplicated and customized to create new rules.    

Democratize machine learning with 

customizable ML anomalies 

With Azure Sentinel’s customizable ML anomalies, 

security teams can take full advantage of the power 

of ML without needing to rely on coding or the 

expertise of data scientists. These anomalies span 

the attack chain, today covering 11 of the 14 total 

MITRE ATT&CK tactics. Security analysts can 

customize the parameters used in the ML model to 

tune anomalies to their specific needs, cutting down 

noise and ensuring that anomalies are detecting 

what’s relevant to your specific organization.  

Customizable ML anomalies in action 

The customizable nature of anomalies makes it easy to tweak Azure Sentinel’s ML to fit your organization’s needs; 

such as dealing with the Azure Information Protection (AIP) mass downgrade anomaly. With customizable ML 

anomalies, your SecOps team can add or remove file extensions to prioritize or exclude document types when 

detecting AIP mass downgrade document-sensitivity labels, such as from high sensitivity (confidential) to public. 

Your team can also adjust the threshold for the number of documents considered a mass downgrade.  

Create custom analytics 

Use the Analytics rule wizard to create custom analytics for discovering threats and anomalous behaviors in your 

environment. Search for specific events, receive alerts for defined event thresholds or conditions, generate 

incidents for your SecOps team to triage, and respond to threats with automated tracking and remediation: 

Entity mapping configuration:  

Map parameters from your query results to Azure 

Sentinel-recognized entities, enriching the rules' 

output with better information for investigation and 

remediation.  

Custom details configuration:  

Extract event data from your query, giving you 

immediate event content visibility in your alerts and 

incidents.

  

 
Learn more 

Azure Sentinel Knowledge Base ▶ 

https://attack.mitre.org/
https://docs.microsoft.com/en-us/azure/information-protection/known-issues
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/

